Scalable Oblivious Data Analytics

Enable practical privacy-preserving analytics
on big data with Multi-Party Computation

Train logistic regression model for
chronic heart failure survival risk

| . Demonstrate feasibility
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A benchmarking quality of care
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Enable MPC-based
machine learning

A logistic regression

=}
o o
o o

Accuracy

A neural networks | E
A ridge regression - 11M records! | /_/_E N
A decision / regression trees S “ g II

Epoch
federated MLP neural network learning

data processors:

I | | |
8 @ = Position MPC In data
&= 4—».4—»: processori i
| ;
@4) | #1 cluster A0
= data : =
um:/ ;(A‘ ;‘:}\/ Is ({\: {\f\/i'\ﬂ
ily ¢ il

ﬁ @€ _ protection and privacy

data  controller |

subject

= laws (GDPR)

A appropriate technical measure

controller

. processor processor : . . . [ .
| 42 cluster  #3 cluster | A encryption / de-identification
el Gl e R demonstration of privacy by design
Personal Encrypted Decrypted
infOrmation (de-identified) (results aggregated /

subject not identifiable)

Provide Insights Into
end-user barriers and
opportunities of MPC

A patients care about trust > technology
A end users need process over tool
A how we talk about trust is important
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EFFICIENT SECURE COMPUTATION FRAMEWORH

This project has received funding

from the EU H2020 research and / AARHUS
innovat ion programme  under ¥ UNIVERSITY
eeeeeeeeeeeeeeeeeeeeeee




