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Opportunity & problem: joint data analytics

Unlock value of joint data analytics by addressing the privacy –utility trade-off

9-9-2019 SODA
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Approach

SODA addresses the privacy-utility trade-off with Multi-Party Computation

9-9-2019
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MPC ïSecure Multi-Party Computation

jointly compute a function while keeping the (input) data private
animation source: Claudio Orlandi, Aarhus University
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SODA

Enable practical privacy-preserving analytics on big data with MPC

• Advance technology & readiness level

• Provide insights into end-user barriers

and opportunities of MPC [Mads]

• Position MPC in data protection and 

privacy laws (GDPR) [Anna]

• Enable MPC-based machine learning

• Demonstrate feasibility of MPC in healthcare

9-9-2019
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MPC in the Data Science Methodology

Focus MPC for now on modelling, inferences, some data preparation, etc

Pragmatically deal with (leaky) data analysis for exploration



7

MPC enabled machine learning and data analytics

• logistic regression

• neural networks

• CNN, MLP, federated

• ridge regression - 11M records!

• ID3 decision tree

• random forest / regression trees

• Burrows-Wheeler Transform

• inexact DNA string search

• logrank test

9-9-2019
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Predictive analytics ïlogistic regression

Train logistic regression model for chronic heart failure survival risk

9-9-2019

Multi-Party Computation

Trained
model

12 attributes 
3000+ patients

Input
• horizontally segmented
• remains private

Output
• trained model (vector)

Special output
• intermediate model with 

differential privacy
(for performance speedup)
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Active security, 2-party

Speed performance sufficient

• improving every 

development iteration

Accuracy on par with non-MPC

• differential privacy effect

Simple workflow & interface

Predictive analytics ïlogistic regression

mtcars
3 attr / 
32 rows

size

days
heart failure
11 attr / 
2476 rows

breast 
cancer
9 attr / 
588 rows

first full version

optimizations 
(to be validated)

https:// github.com/philips-software/fresco-logistic-regression-2
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Descriptive analytics - Kaplan-Meier

Enable medical researchers to (privacy preserving) gain insight from data

Kaplan-Meier Survival Analysis –compare two classes, e.g. treatments

• Logrank test (chi2, p-value)

• KM curve

9-9-2019
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Descriptive analytics - Kaplan-Meier

Passive security, 3-party

• Logrank test - output statistic (computed securely)

• KM curve - output privacy preserving visualization

Performance: seconds to minutes for large data sets

Simple workflow: Python, Jupyter Notebook, Lifelines

MPyCsince today available on https://github.com/lschoe/mpyc

data of individual parties (remains private) combined data (never disclosed) aggregated data (privacy preserving)
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Yes, MPC is practical for big data analytics in healthcare, buté

9-9-2019

Selected use cases are feasible 

Č use for high value with no alternative

Broad adoption requires

• ML library like R or Scikit Learn

• Mature frameworks

• Easier to use / program

• (More performance)
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